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U Quick Guide - How to open an Encrypted Mimecast Email

Due to HIPAA requirements, HCDDS must implement a secure method for sending emails that contain information about
individuals we serve to people outside the agency’s secure network. To accomplish this, a software encryption
application authored by Mimecast, is employed.
This Quick Guide will cover 4 topics:
l. How to open an encrypted email

Il. How to Forward or/and Save an Encrypted email

Il How to Forward or/and Save an Attachment that was on an encrypted email

V. How to look up (and retrieve) an archived (encrypted) email

|. How to open an encrypted email.

If you are sent an encrypted email, you will initially receive 2 emails: 1) an email from Administrator with the subject
HCDDS Password Notification and 2) an email from the HC DDS sender with the subject HCDDS Secure Message.

Open your Email program to see your emails.
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Open the email from the Administrator first. Note 1: If you cannot find the email from
the Administrator with the subject HCDDS
Password Notification, check the Spam or
Junk folder as some email providers send
any email from the Administrator to the
Spam or Junk folder.
Note 2: Some email providers will not
allow you to click a link in an email. If that
1. You may have reguested a password reminder.

2. A system administrator may have arranged access to the service for you. happens, copy the link and paSte itinto the
3. Asyste sworg address field of any browser:
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fde Edt View Hitory Bookmarks Tools Help
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- [Postmaster] Password Motification
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This is a password notification message for the Mimecast service.
You may have received this notification for one of a number of reasons ..

Use this information at
the login screen

Please connect to the
connection information and credenti
administrators, you may be requirg
immediately following logon.
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After clicking the link in the Password Notification email, the Mimecast login window will open:

mimecast

unified email management

Login to Mimecast

Login with your email address and the password shown in the Password Notification email.

mimecast

unified email management

Login to Mimecast

000'00'4 N m

I have forgotten my password
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After logging in, you will be taken to the Password Change window. You are required to change the password. Enter
your email address and the new password you wish to use. This will be your Mimecast Cloud Password. When you are

done entering the new password, click the button.
PASSWORD: Your password must have:

e 10 characters or more

e One or more Upper and lower case letters

e One or more numbers

e One or more special characters, like @#5$%"&
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mimecast

unified email management

Password Change

Email Address
New Password

Confirm Password

Home Logn Issues Knowledge Base Contact Supper

After successfully logging in to Mimecast, you will see all the emails sent to you. For example, the email below has
documents attached. The attachments can be saved just as you would save any document sent to you in an email.

Fle Ed2 View Faverter Tooh Help

mimecast T g—
unified emall management ' m

Ownline Inbox

Online Sent it
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S - Racerved
Dannenderg. . Encryption Test T2KB 4O Today at 1325

TLarry Cannendery” «laery dannenberp@tamitondds oop>
e

~ -

Encrypton Test

Date Today st 1325
# T g
There 5 an embedded pture and an sttached Word 2010 fle attached

- I"'\."~M<M-J N'MM-.

How to Forward or/and Save an Encrypted email
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To meet the HIPAA requirements, HC DD Services requires the encryption of all information that is sent by email to third
parties. As a recipient of an encrypted email, you too must ensure that the information is not sent to anyone without the
proper authorization. If you feel that the encrypted information sent to you should be forwarded on to another person,
you should copy the information you would like to forward into a word processing program and remove the HIPAA
protected information. Then you should copy and paste the edited information into an email to send it to the recipient.

If you have an encryption capability built into your email service, you could copy and paste the information sent to you
into the email, encrypt it, and send.

It is not possible to forward an encrypted email directly from your secure Mimecast Cloud account.

IIl. How to Forward or/and Save an Attachment that was on an
encrypted email

If you would like to forward an attachment to a third party, instructions to do so are noted below. However, as a
recipient of an encrypted email, you too must ensure that the information is not sent to anyone without the proper
authorization. If you feel that the encrypted information sent to you should be forwarded on to another person, you
should copy the information you would like to forward into a word processing program and remove the HIPAA protected
information. Then you should copy and paste the edited information into an email to send it to the recipient.

If you have an encryption capability built into your email service, you could save the attachment to your desktop and
then attach it to an email, encrypt it, and send.

1. To open or save one of the attachments, click the Attachments _ _
Allgl o
arrow to see the attached documents (Shown here =) Omaqeﬂm.m. Test Document.docx

2. The pull-down menu appears, listing the 2 items Attachments v jm, 1ipg. T men

attached to the email.
imagedi jpg r=1

Test Documant docx Ll

"h-r‘-“ X

SN W N T N

I\

3. Move the mouse cursor over the file name you want to | [#fachments 5 jm 1ipg, T men

X A . {b magedll jpg [r=1
open or save so it turns into a pointer .

Test Docurmant docs: |

“~hay

In this example, the one titled “Test Document” is clicked

\.
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4. Another window will open displaying 3 buttons:

J Open H Save VH Cancel h

. Il Save ]:! " ”
5. Click the next to | to reveal the “Save

Save |'| Cancel i

Save ?
Save as |

Save and open

- Save as
pull-down menu b L -

is clicked.

6. The “Save As” window opens and the Desktop folder is
Cirganize = Hew folder .

;

B Te

picked. el - The document is
saved to the Desktop by pressing the button.
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b OTempi4- 20
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L Powerfont Videos
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b SGN_ Clent Deployment
P Agency Sesech

.

7. At the Desktop window, double click the document to

open

Heme et
T

Page Liyout

Reterrerer Mainegy Revew

View Develeper ‘
<

loe Traimng

bn the Insert tab, the galieres Incude Lems that ace designed to coordinate with the overal kx)
You can use these galenes 10 insart tables, headers, footers, Ists, cover pages, lndo!hquo:uf

: .‘Wr-““ BICtgrs, chats, of gassaam they a0 cowv.e nnF our c:a'u}‘t me,

8. Done! (@)

IV. How to look up (and retrieve) an archived (encrypted) email.
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1. After your initial session with Mimecast, if you
want to read the email again you should open
your email window to show the emails in your
Inbox. Open the email from the HC DDS sender
and click the web-link to open the Mimecast
Sign in window.

Larry Dannenberg HCDDS Secure Message

LaTy e =T

Laery Dannenbecg HCODS Secure Message

Adrrenisty atoe [Postmastec] Password Notification

L M.«;IP . ." Ligach The 'm-;.%,‘:w'h ’

o Tasks =3 Compose

@ Proferences

@ Address Bock | ] Calendar

2. Click the web-link to open the Mimecast Sign

in window :
3. If youreceive a subsequent encrypted email, £
. Froen : Larry D, 9 amry @ oeg> -
you should open the email from the sender Subject : HCODS Secure Message &
and click the web-link to open the Mimecast LCH
Sign in window. B Rooty | Repty At B Fowaed | = Print
. . . This 15 a Mimecast Closed Circunt Message (CCM) nonfication ‘
o NOTE: Some email providers will not allow you \
. s . A user from Hamilton County Developmental Disabilities Services
to click a web—I.mk in an email. If that happens, Nox adt yoo i cidantign Whick Mo e clasaifial s piiaidve
copy the web-link and paste it into the address and which may only be viewed online within the Mimecast service
field of any browser: ) If this 1s the first time that you have received a message
@ Google - Mozila Firefox like thus, then vou should also have received a password
fide Edr View Higtory Bookmaﬁs Ioéis ﬁudp - notification message contatning initial logon information
ﬂ [ + [ P Please follow the mnstructions contained within the password ¢
4 Google L | notification message in order to proceed (
| &« a &

Alternanvely, vour messag

Address
field

{!W’\ .’\‘\,\ ..'-r
4. Sign in with your email address and the oo ST - =N
Mimecast Cloud password you created |mte vom fows Tem ek
originally (In Step I, above).
e If you forgot your password, click the link
| have forgotten my password ;
| L g Y DaSSWOr |0n the Login m!meemaucmggcsmctl

page at the bottom.

Login to Mimecast

|
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5. After successfully logging in, you will see your O o - ]
inbox. e Tl
e You can open any of the emails by double || MIMEcast [ 54
unifi all management
clicking it. = oy
= . & WSS e GRS
Oavester  Encrpten Test 222k 9D Toswy w1328
Loy Oane Encrypton test) KB QDO IR NN
Lavy Oane  Encrypton Mt NIKE 4 Q002NN
Ly Oane Mimecast chack aTen W DI InNM
Lary Oan Wheen LR R RS R P )
Lary Dae Shawens ALALS ) VTS
f
|
6. Or by clicking once to see it open in the ; 0
reading pane. Searches Editor Results mimecast
Descerding Date jrecent frsy) - « @« 5 » L 2
Larry Dannenberg vy at B A I All forms inside GK must be ...

Susan Thang Westesday a1 12:50 PR
= A derrrrs arviidhe GE st e saved s oe and b i Dffice 57 00 2003 im ordes. =

Bet el Gatebmepar Team:

Acoording o P51 and Clermont County,
P Larry Dannenbery Vesterdary at 1-35 A4 ] Bourvris AEIGHE G rudt B divied
N g dec and i Termat ingtead of
N ik 2030, new all iars Raes O
& Erian Knighs 1 2000 intallid in 1halr comEutin, 1 it
op # " pedgibhe 1 train G usen e tave GK
. Farmd snd sftachmaent dacumeati
A Brian Knight Fii, 171 i doe and ki format?

- Thanks,
@ Lauiia Huikell 1212 -

7. To search for an email:

e Inthe search box, enter a word or phrase
and press the Enter key to begin the

search. mimecast

unified email management B

nad-us mimecast.com/MppManho

i File Edt View Favorites Tools Help

2

8. A more detailed search may be done by
entering more information in the Search bar

Search
fields and clicking the button.
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9. The results window will open showing the

emails that can be retrieved. 5 Editor Results

Dwscanding Dae (recent finig -

Lary Danirenbeng
Laurhe Hashell
Susan Theng
Beth Luensman
P Larry Dannenberg
& r-r.u:- night
A Brian Enight

o e—

o 5oof 34 messgen, retrieved in Q08 tecondy ot o190 Bl

10. Click a message to view ...

Results

Diickading Dtk (nbors frin -

Larry Dannenbeng

Laurie Haskell

& Lairy Dannenbeng

& m..u‘u‘ it
4 Brian Knight

& Laurie Haskall

08881 Saiigh, rtrerd i 004 dlssndi 1 120 oM,

I Mo Item Selected

11. ...and it will show up in the reading pane.
Encrypted emails cannot be deleted,
uploaded or saved.

Done! ©
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